Communications, Media
and Technology case study

24/7 piracy
protection delivers
big benefits

A multinational media company implements
24/7 anti-piracy coverage to monitor, spot
and suppress illegal content consumption,
and send takedown notices within five
minutes of detection.

The challenge

Media companies broadcast a wide breadth of content to
hundreds of millions of viewers—from television programs to
professional sports matches, high-profile awards shows and
live-stream events to global audiences. Film goers around the
world are continuously flocking to theatrical movie releases,
and so are illegal consumers of this content.

Our client, a leading multinational media and entertainment
company, reached out to get help expanding its anti-

piracy monitoring program to 24/7 coverage. The company
needed a strategy and solution to combat content pirating,
with an emphasis on new movies and streaming sports
events. Because we partnered with the company’s brand

and marketing teams previously on strategic IT and digital
programs, covering everything from application development
and support of over-the-top (OTT) platforms to cloud
enablement and ad sales operations, we were a natural fit for
the anti-piracy engagement.
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At a glance

A leading multinationall

media and entertainment
company wanted to step

up its anti-piracy monitoring
from weekday-only to 24/7.
Cognizant was engaged to
develop a strategy and solution
to clamp down on illegall
consumption of high-profile
video content. We scaled the
solution, enabling the company
to rapidly survey and suppress
piracy across international

time zones. The engagement
delivered the following business
benefits:

5-minute response time on
reported incidents of piracy

5 million piracy host sites
identified and suppressed
each year, including
approximately 65,000
livestream event videos and
major movie trailer leaks




Scaling coverage internationally

A key goal of the project involved reducing the
time required to survey and suppress piracy
attacks, a challenge made more difficult by the
need to scale monitoring capabilities across
international time zones. One of the barriers to
scaling involved the high cost of staff working
non-business hours, weekends and holidays,
though off-hours monitoring was especially
critical to protect the company’s theatrical movie
releases that typically open on Fridays.

The approach

We worked closely with the client to quickly
establish 24/7 monitoring and enforcement of
anti-piracy measures, providing flexible staffing
and support for live-streaming enforcement
during major sporting and screening events.
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Detecting piracy from all sources

The new program scans the open web across
torrent sites, cyberlockers and social media
networks, and detects URLs for pirated content
available via streaming or downloadable files. In
addition, the new solution improves enforcement
of live event, TV and movie streaming across
social media. It also addresses client-detected
piracy incidents, including pre-release leaks.

The solution extracts the host information

and URLs and establishes a quality assurance
checkpoint to confirm or reject domains based on
final review. The legal notice is then sent directly
to the hosting domains with a copy to the client’s
legal operations team to check enforcement
compliance.
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Applying DMCA expertise

A key component of the engagement is a
dedicated team for tagging and enforcing high
value video assets on Facebook and YouTube. Our
team’s Digital Millennium Copyright Act (DMCA)
expertise ensures thorough knowledge of online
copyright and potential infringement. By building a
database of 9,000 sites, scanning happens faster
for illegal viewing. We also analyze illicit streaming
devices (ISDs) using testing applications developed
with Kodl, the popular opensource software, to
verify they're not delivering unlicensed content
through set-top boxes.

Business outcomes

As a result of the partnership with our team, the
media company now removes five million links
annually and enables timely delivery of DMCA
takedown notices. lllegal streaming can be
suppressed at a much faster rate, including the
delivery of automated takedown notices to piracy
hosts in response to team alerts. The quick legal
notification and suppression of host sites is a
critical capability that allows our client to reduce
the ability of consumers to discover the illegal sites
online.

The positive business outcomes demonstrate
the value of 24/7 monitoring. Now our client can
identify and suppress five million piracy host
sites each year, including approximately 65,000
livestream event videos and major movie trailer
lecks.
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